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Parents, if you have a 14-year-old kid with an app that
has access to 4 million people, but you can’t access it,
then you have a problem.
“There are kids, if they have a social media account, you
should have the password,” said Scott Frank, who led the
Oct. 24 Digital Empowerment for Parents talk hosted by
the Bowling Green Middle School PTO.
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Scott Frank holds a cell phone while talking to parents about
social media apps during Digital Empowerment for Parents event
in Bowling Green last week.

There are so many back-door apps, as well as cybercrimes, targeting teens that parents should take time to
talk to their child about their phone usage, he said.
Frank is a former Internet Crimes Against Children
investigator and internet safety expert as well as a former
Wood County sheriff’s deputy. He was in law
enforcement for 36 years and spent many years
impersonating an online teenager undercover to catch
predators. He is a Bowling Green High School graduate

and former D.A.R.E. resource officer. Frank retired from law enforcement three years ago to educate parents about
internet safety.
He developed the START strategy – Strategy, Talk, Appropriate, Review, Technology – to use when discussing
internet safety with children.
“Parent the child first, and then the device,” Frank said about strategy. “You need to help them understand this before
it’s too late: They need to understand what they’re doing in their digital world will impact their future.
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Selfies are particularly problematic because, once uploaded, they last forever, Frank said.
Talk to your children and conduct an audit on their phones. Ask them about their digital world.
“Have a conversation,” and if they don’t want to talk to you, “that is a red flag,” he said. “If they don’t want to invite
you into their digital world, something is wrong.”
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Have an appropriate conversation with them and make sure it is age and gender appropriate.
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“It is your definition of appropriate. Hello, we are still the parents. I don’t know where that got lost,” Frank said.
Define proper behavior, expect it and back it up with consequences. Have an escape clause by saying “I love you
and whatever you tell me will be OK.”
Some parents are complacent, he said, adding that the Performing Arts Center should have been full for his talk,
instead of having 40 people in attendance.
“Some parents are enablers,” and didn’t come because they sit at the dining room table on their own smart phone,
Frank said.
Parents should check out the resource, Barkomatic which will ask for a phone operating system, internet provider
and what apps do the children use. At the end it will give directions on how to change the settings.
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Frank also talked about current trends in popular teen apps, such as YouTube, Snapchat and Instagram. Many users
on Instagram have Finsta, which is a fake secret Instagram account.
“You probably have your teen’s primary Instagram account, and maybe their password, but they may not have
divulged to you they have a secondary account,” he said.
Facebook messenger now allows for secret messaging through its chat app, he said. A user can send a Facebook
message and not be a Facebook user. It is a device-to-device app, so someone who has the password will never
see the message.
The last time that Frank said he logged on to WhatsApp while undercover as a 12-year-old girl, he had 21 messages
in five minutes from all over the U.S.
“I’m convinced parents do not understand the functionality of the apps their children use.”
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At-risk apps include TikTok, Whisper, ask.fm, After School and Discord.
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He said chances are Bowling Green High School has an After School app. The only way to access it is to show you
are a student there. The app will scour a Facebook page to confirm you are a student there, then gives 20 names
and asks a user to correctly identify 10 that go to school there.
“So After School has compiled this unbelievable list of high school kids and their Facebook and their user names and
their passwords and their telephone numbers and what school they go to. They have it all.”
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Why are teens to attracted to these apps?
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“It’s the fear of missing out,” Frank said.
He showed a video of Kate, who accepted a friend request from someone on Facebook and then responded to a
message from this new “friend” on Snapchat. The man tracked her using her Snap Map. They chatted for weeks
before he asked for a nude photo, promising never to share it. After she sent it, he didn’t contact her and when she
told him she wanted to break up, he threatened to send the photo to her parents.
She said she learned that there is no rewind button and no delete button, people you meet online may lie, and if you
make a bad choice, tell someone.
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This man ended up posting her nude photo on several social media apps.
“I was a teen who thought they knew everything about the internet. I didn’t,” she said. “The digital world is real life,
with real consequences. Forever means forever in the digital world.”
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Frank pointed out it is a felony to take, view, share or send underage nude images.
He sits down with his daughter before any app is uploaded and they both review the permissions and privacy
allowed by the user as well as the origin of the app. One was in the Seychelles Islands off the coast of Africa.
“Vet every app. Get your kids involved. What’s the value in that? Let’s install this app together and see what we like
and what we don’t like.”
But he took special interest in Snapchat, which gives a false sense of security by telling users a message will
disappear within 10 seconds of viewing. But that message can be held on the app for 30 days and a screenshot can
be taken. Also, their terms specifically state that any photo or video posted to Snapchat officially belongs to
Snapchat. This means they can redistribute it and sell if they choose.
“Snapchat has one of the most pervasive permissions, what you allow the app to do on your phone,” he said.
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There is no such thing as having a photo or a post disappear on the Internet, he said.
Janelle Friar, who attended the event, has two children, ages 12 and 10, and both have phones.
She said she monitors their usage a lot, and they don’t have Snapchat. But they do have Instagram. She agreed she
should pay better attention to what they are doing online

Sentinel-Tribune
Homes

Share

should pay better attention to what they are doing online.
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“I didn’t realize those apps had where they could get all of your information,” she said.
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Erin Kozey has four children ages 15, 10, 8 and 5. Only the oldest has a phone, and that wasn’t until she was 13.
And then it was a flip phone.
“Every hesitation that I’ve felt about my kids and social media and apps, I feel like was valid. And as much as my
kids try to talk me down from having the concerns that I’ve felt, feeling like there’s a caution flag, I feel like I’m glad I
stood my ground,” Kozey said.
“I feel empowered to stand my ground more, moving forward,” she said after hearing Frank’s presentation.
Her oldest now has a smart phone, and while Kozey said she did not know how many apps were on the phone, that
will “definitely be a question I ask her when I get home.”
She said she also will be checking the privacy settings on the apps on her own phone.
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Resources for parental control include SmartSocial.com; OnGuardOnline.gov; bark-o-matic.com. Frank’s parent
notes can be found at DigitalEmpowermentProject.com.
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